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O N E  N I G H T  I N  T H E  S T U D I O  ·  T H R E A T  H U N T I N G  A N D
F O R E N S I C S

No alert fired

The board was green. Every detection from the last track sat quiet, and

Blink took the quiet for safety.

B LINK "Nothing |red. So nothing is wrong."

S OL "Or the one worth catching made sure nothing |red. The hunter

does not wait for an alert, because the best intrusions are the ones your

alerts were never wri~en for. You start from the opposite assumption:

that they are already inside, quiet, patient. Then you take a hypothesis

about how, and you go looking in the data for the trace it would have

left."

Wyrm's eye opened on the green board and did not trust it for a second.

W YRM "assume. then look."

This book is the hunt and the forensics under it: how to form a hypothesis,

read the artifacts a host and a network leave behind, build the timeline,

and turn what you |nd into a detection that will |re next time.

O N E  N I G H T  I N  T H E  S T U D I O



C H A P T E R  O N E

Hunting, and What Alerts Miss
An alert |res on something someone already knew to write a rule for. A hunt

goes looking for the adversary no rule caught. This chapter sets the premise

the whole volume stands on: assume the breach happened, and go |nd it.

Detection and Response sat you in the defender's chair and built the alerts. This volume

starts where those alerts stop: you read what an intrusion left behind and go looking for the

one your tools never }agged. Everything here is the same evidence discipline you already

met in the verify-it rule, pointed at a di{erent question: not "can I make this misbehave", but

"did someone already, and would I even see it".

An alert fires. A hunt goes looking.

An alert is a rule that someone wrote in advance. A signature in an intrusion detection system, a correl-

ation rule in a SIEM, a behavioural detection in an endpoint detection and response (EDR) agent, a hash

in an antivirus engine: each one is a sentence that says "when the data looks like this, tell me". It waits.

When live data matches, it |res. That design is reactive on purpose, and it is bounded by exactly one

thing, which is what the author already knew to describe. An alert can only catch what a person once

thought to write down.

A hunt has no rule behind it. A person forms an idea about how an adversary might be operating, then

goes into the data and looks for that activity directly, whether or not any detection exists for it. The

work is proactive, and the unit of work is a hypothesis rather than a match. You are not waiting for the

estate to tell you something is wrong. You are going to check a speci|c way it could be wrong that

nothing is watching for.

The assume-breach premise

A hunt does not begin with "did an alert |re". It begins with a harder assumption: suppose a capable

adversary is already inside, and suppose nothing |red. Where in the data would I see them anyway?

That inversion is the discipline in one line. You stop treating a quiet console as proof of safety and start

treating it as the thing to disprove.

The reason to work this way is the gap between when an intrusion starts and when anyone notices.

That window, the dwell time, is often measured in weeks, sometimes much longer, and every day of it

is time the adversary spends while the alerts stay green. A hunt exists to shorten that window by not

waiting for a signature that may never have been wri~en. You go looking before the tooling gets around

to telling you.

Why alerting has a ceiling

Rules catch known techniques, and three kinds of activity slip under them. The |rst is genuinely new

tradecraft that nobody has described yet, so no signature exists. The second is living o{ the land: the

adversary uses tools already present and trusted on the host, powershell.exe , certutil , rundll32 , 
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regsvr32 , schtasks , or an admin tool the estate already runs such as PsExec, so nothing foreign ever

lands and nothing looks out of place at a glance. The third is low and slow: activity deliberately paced

and sized to stay under the thresholds the rules use. Your alert set is an accurate map of yesterday's

known-bad. A hunt covers the parts of the ground the map does not draw.

What a hypothesis is

A hypothesis is a statement about adversary activity that is speci|c enough to be wrong. "Are we

breached?" is not a hypothesis, because no query answers it and no result disproves it. Compare this:

"an adversary living o{ the land would spawn powershell.exe  from a Microsoft O{ice process, so in

Sysmon Event ID 1 I should see winword.exe  or excel.exe  as the parent of powershell.exe ." That

names the behaviour, the data source, and the shape of the evidence, and a query over the logs either

returns rows or it does not. You can act on the answer either way.

Hypotheses come from a few places. Threat intelligence hands you the techniques of a reported cam-

paign and you ask whether you would see them here. The MITRE ATT&CK matrix (Chapter Two) hands

you a technique and you ask the same. Crown-jewel analysis works backward from the data that mat-

ters and asks what an adversary would have to do to reach it. And sometimes an analyst simply no-

tices an oddity and turns it into a question. The source ma~ers less than the shape: if the statement

cannot come back false, it is not a hypothesis, it is a mood.

A hunt is not a scanner

The pull every beginner feels, and the one Blink feels hardest, is to point a tool at the whole estate and

read a verdict o{ the screen. A scanner has its place, but understand what it is: a set of questions

somebody already encoded, which is the same ceiling as an alert. Hunting is analysis you perform over

data you already hold. A tool can narrow a |eld of millions of events down to a handful of candidates,

and that is genuine help, but the judgement about whether a candidate is an adversary or a tired ad-

ministrator is yours. The tool surfaces; the analyst decides. This is the verify-it rule from the other

volumes wearing a blue coat.

A hunt that finds nothing is still a result

A hunt that con|rms no adversary has not failed. It produces four things worth keeping. A hypothesis

disproven, wri~en down so nobody re-runs it blind next quarter. A new detection, so the thing you just

looked for by hand now |res on its own (Chapter Five is entirely this). A data gap found, which happens

when you go to look and the logs were never collected or had already aged out, and that absence is

itself a |nding worth reporting. And documented coverage: you can now say, truthfully and with

evidence, exactly what you checked and over what window.

Hold the line on that last point. Absence of evidence is a real result only when you can prove the data

actually covered the question. A null result reported honestly ("we tested this hypothesis over this

window with these sources and found nothing") is professional work. The same null dressed up as "the

environment is clean" is not, because you checked one hypothesis over one window with whatever

data you happened to have, and that is a long way from clean. The honest writeup in Chapter Five is

built on exactly this distinction.

Hunting, and What Alerts Miss
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S O L  S A Y S

A hunt that |nds nothing is not a failed hunt. I want you to feel that in your chest before you

run your |rst one, because the opposite belief ruins hunters: they go looking for a trophy,

and when the data does not hand them one they either wander o{ scope chasing a feeling,

or they quietly in}ate a coincidence into a |nding so the day was not wasted. The failure is

never the empty hunt. The failure is the hunt that claims more than it actually checked. Your

credibility is the one tool in this volume you cannot reinstall.

EXERCISE

On your own machine, on a lab you own and nothing else: stand up a Windows virtual machine,

install Sysmon with a sound logging con|guration (the widely used SwiftOnSecurity sysmon-con-

|g is a reasonable starting template), and generate some ordinary activity. Then write one hypo-

thesis in the form above, naming a behaviour, the Sysmon event that would record it, and the rows

you expect, and query your own logs for it with a tool like EvtxECmd or Chainsaw. Run it once

when you have done nothing suspicious, and again after you deliberately trigger the behaviour

yourself. You are learning the loop on a system that is entirely yours, which is the only place to

learn it.

VERIFY IT

Never accept a tool's "no matches" as "not present" until you have proved the query could have

found it. A query that returns nothing because the data was never collected looks identical to a

query that returns nothing because the adversary was not there, and the two mean opposite

things. Before you record a null result, con|rm you queried the right log, over a time window that

actually contains the period in question, with that logging switched on for that period. A null you

cannot stand behind is not evidence, it is a blank you |lled in with hope.

THE LINE

You hunt only in an environment you are authorised, in writing, to hunt in. The law has not changed

and it is not re-taught here: it is Volume 0, in full. Hunt data is real data about real people, often

including message content, |le contents, and credentials, so authorised scope, lawful handling,

and data minimisation apply from the |rst query you run, not from the |rst thing you |nd. A

defensive seat is not a licence to read everything in the house. Know what your authorisation

covers before you open the logs.

ON YOUR FEET

Your manager points at a quiet EDR console and says, "nothing has |red in three weeks, so we are

clean, there is no need to hunt." Based only on what this chapter established, what is the }aw in

that sentence, and what single hunt would you propose running |rst, and why that one?
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WHAT WYRM KEEPS

Alerting matches what someone already knew to write a rule for. Hunting is a person testing a

hypothesis about the adversary the rules missed, starting from the assumption that the breach

already happened.

Hunting is hypothesis-driven and proactive. It begins from assume-breach, not from whether

an alert |red, and it exists to shorten the dwell time the alerts let run.

Alerting has a ceiling set by its authors: new tradecraft, living o{ the land, and low-and-slow

activity all slip under rules wri~en for yesterday's known-bad.

A hypothesis is a statement speci|c enough to come back false. It names the behaviour, the

data source, and the shape of the evidence a query would return.

A null result is real only once you have proved the data covered the question. Report absence

of evidence as exactly that, and never let it become an unearned "all clear".

Hunting, and What Alerts Miss
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C H A P T E R  T W O

The Hunt Loop
A hunt is a loop you can run deliberately: pick a hypothesis, scope and gather

the data, pivot from one indicator to the next, con|rm or disprove, and docu-

ment. This chapter gives you the loop and the habits that keep it honest.

Chapter One said a hunt is a hypothesis you test against data. This chapter turns that into a

procedure you can run the same way every time, so the quality of a hunt comes from the

method and not from whether you felt sharp that day. The loop is not a Ghost Protocol in-

vention. It is the shape the |eld se~led on, and two public versions of it, the Sqrrl hunting

loop and the PEAK framework, are worth reading alongside this chapter.

The loop, in five moves

Strip the published models down and the same |ve moves are underneath all of them. One, state a hy-

pothesis. Two, scope it and |nd the data that would answer it. Three, gather and query that data. Four,

pivot, following each indicator to the ones connected to it. Five, decide: con|rm or disprove, then

document and hand the result to a durable detection. It is a loop because the |fth move feeds the |rst:

a disproven hypothesis sharpens the next one, and a con|rmed one spawns three more about how far

the adversary went.

Five moves, run as a loop: every answer, confirmed or disproven, feeds the next hypothesis.

Two framings in the open literature map onto this cleanly. Sqrrl's threat-hunting loop runs create-

hypothesis, investigate-with-tools, uncover-new-pa~erns, inform-and-enrich, and pairs with its Hunt-

ing Maturity Model, which grades a team from HMM0 (relying primarily on automated alerts) up to

HMM4 (hunts automated into detections). Splunk's PEAK framework, from David Bianco, organises the

same work as Prepare, Execute, and Act with Knowledge, and names three hunt types: hypothesis-

driven, baseline (hunting for what is abnormal against a known-normal), and model-assisted. Read

them. This chapter is the working version of the same idea.

The Hunt Loop

1 Hypothesis
specific enough
to be wrong

2 Scope + data
collected, and kept
long enough?

3 Query
save it exactly;
wide, then narrow

4 Pivot
one hop at a time,
inside your scope

5 Decide
confirm or disprove,
then write it down

the next
hypothesis

every hunt leaves one of: a new detection,
a data-gap ticket, or a written null
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