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O N E  N I G H T  I N  T H E  S T U D I O  ·  R E A D I N G  C O D E

The line that made it

You had found the hole from the outside, the way the earlier books

taught: a request, a response, a |nding you proved by hand. Sol pulled up

something you had not seen on any engagement before. The source. The

actual lines the developer wrote.

S OL "You found it black-box, by knocking. Now read the one line that let

it in. When a client hands you the source, you stop guessing where the

bug might be and start seeing exactly where it is, and every other place

the same mistake was made."

B LINK "Is it not cheating, seeing the answers?"

S OL "It is the same eye, turned inward. Outside, you ask what the server

does. Inside, you read why. The best testers can do both, and switch

between them without thinking."

Wyrm, who has read more code than anyone in the house, said nothing,

which is Wyrm for yes. This book is reading code the way an a~acker does:

following the untrusted thing to the dangerous place.

O N E  N I G H T  I N  T H E  S T U D I O



C H A P T E R  O N E

The White-Box Eye
Reading the source is the shortest path to the bug, because the }aw you had

to guess at from outside is si~ing there in plain text. This chapter is how to

read it the way the a~acker will.

Every volume so far has you outside the application, sending requests and reading what

comes back. This one puts you inside, with the source open in front of you. The questions do

not change. You are still asking where untrusted input goes and what dangerous thing it

reaches. What changes is that you no longer have to infer the answer from behaviour. You

can read it.

Black box, white box, the same question

Black-box testing, which is most of Volumes I to III, works from the outside. You probe the running

application, watch the responses, and reason backward to code you cannot see. It is honest about

what an a~acker with no inside knowledge can reach, and it misses whatever the surface never ex-

posed. White-box review hands you the source instead. The vulnerability that took twenty probes to

con|rm from outside is often one search and three lines of reading from inside.

The mental model does not change, and you already have it from Volume II: a vulnerability is untrusted

data reaching a dangerous operation, across a trust boundary, without being made safe |rst. In the

running application you watched that happen and inferred the code. In the source you read the code

and predict the behaviour. Same shape, read instead of guessed. Everything in this volume is that one

habit practised with the |les open: |nd the source, |nd the sink, and look hard at the boundary the

author drew between them.

What reading the source adds

Black-box tells you what an a~acker can do today. White-box tells you why, and tells you about the

paths no a~acker has found yet. Four things come for free once the code is in front of you:

The White-Box Eye

You see the sink directly. You do not have to wonder whether the search box builds a SQL string.

You open the function, and the string is either glued together or bound to a placeholder.

You see where the author decided to trust. The most useful line in many reviews is a comment like

// already checked on the client  si~ing above an unescaped use. That is the author telling you,

in writing, exactly which boundary they assumed was already behind them.

You see paths the interface never o{ers: a route no link points at that still answers, a debug

parameter, an older version of an endpoint still wired up, a second handler that does the same work

without the guard the |rst one has.

You |nd it before it ships. Black-box |nds the bug in production, which is the most expensive place

it will ever live. White-box |nds it in the pull request, which is the cheapest.

Deep Track · Reading Code
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Where the bugs actually hide

Not in the clever code. In the code that looked correct. The line that ships broken is the one that

passed review because it read |ne on a tired Thursday, and the reviewer who goes hunting for some-

thing exotic walks straight past it. A short list of the usual hiding places will catch most of what you

will ever |nd:

The diff-first mindset

You cannot re-read a large codebase on every change, and you should not try. The new risk arrived on

the lines that changed, so most of your reading life is the di{: a pull request, a commit, a patch. You

read the change, read enough around it to know what it touches, and ask the source-to-sink question

of the new lines. Chapter Five is that whole pass, in order, with the triage that turns it into a review

someone will act on. But a di{ only means something against a codebase you understand at least a

li~le, which is the other half of the work and the harder half the |rst time.

Reading a codebase you have never seen

Do not read it front to back. You will drown in |les that do not ma~er and lose the one that does. Read

it along the path the data takes, and let four questions pull the map out of it:

Where does input enter? Find the routes, the controllers, the request handlers. That list is your

sources.

Where is identity decided? Find the one place a request is tied to a user: the session middleware,

the auth |lter, the token check. Then, for every handler, ask whether it actually passes through that

place or quietly skips it.

The boundary the author assumed was already crossed. "The frontend validates it" (the frontend is

the a~acker's tool, Volume I). "That value is internal" (it arrived on a webhook). "It is already

escaped" (it was escaped for HTML and is now going into a query).

A check that was removed or moved. A change that deletes an ownership clause from a query, or

relocates a validation into client-side JavaScript where the a~acker edits it freely.

The swallowed error: a try/catch  that catches an authorisation failure and carries on as if nothing

happened.

The place the types stopped helping. A fresh any , an @ts-ignore , a # type: ignore , si~ing ex-

actly where untrusted data crosses into trusted code. The annotation did not close the hole. It hid it.

S O L  S A Y S

A new reviewer wants to |nd something impressive, so they read looking for cleverness and

feel let down by ordinary code. Turn that around. Assume the author was competent and

tired, because they usually were, and competent tired people miss the plain thing, not the

subtle one. The reviewer who treats the most boring-looking line as the likeliest bug |nds

more than the one chasing a trophy. The mistake you are looking for is almost always a

small, reasonable-looking decision made at the wrong boundary.

1. 

2. 

The White-Box Eye
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Where does data get stored or executed? Find the database layer, the shell calls, the template

renderer, the |le writes. That list is your sinks.

Where do secrets and con|guration live? The environment |le, the con|g module, the deploy set-

tings.

With those four lists and a search for the dangerous functions each language favours (Chapter Four

names them), you can map every source and every sink in an afternoon without reading most of the

|les. Let the framework tell you its own conventions, because they rarely move: Express routes are

wherever app.get  and router.post  are called, a Laravel app keeps them under routes/ , a Django

project in urls.py . Learn the |ve |les that ma~er in a stack and you can orient in any project built on

it.

3. 

4. 

not yours.
Reading source is access. A repository you were not authorised to read is a system you were

not authorised to touch, whether it reached you as a clone or a zip. Before the |rst |le, the

permission exists, the same rule as the |rst packet in Volume 0.

THE LINE

Source code is a client's property, and often the most sensitive thing they own. You read it under

the same wri~en authorisation that covers the rest of the engagement, and what you read stays

inside the engagement exactly like anything else you see (Volume 0). A repository handed to you

"just to glance at", with nothing signed, is the Chapter One problem from Volume 0 wearing

di{erent clothes. Three yeses, or you do not clone it.

EXERCISE

Take a repository you wrote, or an intentionally vulnerable application whose source ships with it

(DVWA for PHP, OWASP Juice Shop for JavaScript). Do not read a single |le end to end. Instead,

answer the four orientation questions: list the entry points, |nd the one place identity is decided,

list the sinks (queries, shell calls, template renders, |le writes), and |nd where secrets live. Write

the four lists out. You now have the map most reviewers never draw, and the rest of this volume is

what you do with it.

ON YOUR FEET

A friend sends you a zip of their startup's backend, privately, and asks you to "have a look and tell

me if it's hackable, just between us". You have the skill now, and an evening would be enough to

read it. There is nothing in writing, and your friend does not own the company. What do you do, and

what do you o{er them instead?
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WHAT WYRM KEEPS

White-box is the same source-to-sink question as black-box, read instead of guessed. The

bug hides in the code that looked correct, at the boundary the author assumed was already

behind them.

Reading the source adds the sink in plain view, the author's trust assumptions (often wri~en in

a comment), the paths no link reaches, and the catch before it ships.

Read a new codebase along the data's path, not top to bo~om: entry points, where identity is

decided, the sinks, where secrets live.

Most reviewing is di{-|rst: the new risk is on the changed lines (Chapter Five).

Source is access. You read only what you are authorised to read, and the silence rule from

Volume 0 covers everything in it.

The White-Box Eye
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C H A P T E R  T W O

Following Untrusted Input
A vulnerability is a value that travels from somewhere an a~acker controls to

somewhere dangerous without being made safe on the way. Learn to follow

that value through source and you can |nd any class, including ones you have

never seen named.

The last chapter gave you the question. This one is the method, and it is almost mechanical

once you trust it. Pick a value an a~acker controls, and follow it. At every step ask what

happens to it, and keep going until it reaches something dangerous or is genuinely made

safe. That walk has a name, taint tracking, and it is the single most useful thing you can do

with source in front of you.

Sources, sinks, and the line between

Untrusted data is anything from the client side of this line. A sink is a dangerous operation
beyond it. Taint is the name for the data until something makes it safe.

A source is a~acker-controlled input. The obvious ones are the request body, the query string, the

headers, the cookies, and the URL path parameters. The ones people forget are the uploaded |le's

contents and its name, the webhook payload, the response from a third-party API your server called,

and the one that catches almost everyone: a row read back from your own database that was itself

once user input. If a value can be in}uenced by someone on the other side of the wire, it is a source, no

ma~er how many hops it took to arrive.

A sink is an operation where data can do harm: a SQL or shell command, an eval  or a template

render, a fetch  of a URL, a |lesystem path, HTML wri~en to a page, a deserialiser, an HTTP redirect, or

a merge of a~acker-controlled keys into an object. The trust boundary is the line where your code

starts treating a value as safe. Draw those three on any handler and the bug, if there is one, is almost

always a boundary the author thought was already crossed.

Following Untrusted Input

Client
(never trusted)

browser

mobile app

anything the user
controls

Server
(the only authority)

validates

decides

stores

the trust boundary
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