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O N E  N I G H T  I N  T H E  S T U D I O  ·  H A R D E N I N G  A N D  A R C H I T E C T U R E

The other direction

Blink had a list of new things to break and wanted to go hunting bugs

again. Breaking was the fun part, and the eager cursor knew it.

B LINK "More targets. Let us |nd more holes."

S OL "Turn it around once more tonight. You spent most of this library

learning to break things, and the last two books taught you to watch for

an a~acker and to hunt the one who slipped past. This one comes earli-

er than both: build the thing so there is less to catch. Breaking is exactly

what makes you able to build things that hold. Every weakness you

learned to exploit is a decision someone made badly at design time. The

best defender in the room is the one who already knows, in their bones,

how the a~ack would go. That is you now."

Wyrm's eye se~led not on a bug but on a diagram, on the place a control

should have been and was not.

W YRM "design it in."

The pages ahead are the builder's craft seen through the breaker's eye:

threat modelling, hardening the host and the network, ge~ing identity right,

and the one idea under all of it, that no single wall is ever trusted to hold

alone.

O N E  N I G H T  I N  T H E  S T U D I O



C H A P T E R  O N E

Secure by Design
The last two books taught you to catch an a~acker and to hunt one. This one

starts earlier: you read the design before the code exists, name what can go

wrong, and put the control where it belongs instead of bolting it on at the end.

A defender who has never a~acked guesses at what ma~ers. You are not guessing any

more. The o{ensive volumes taught you where software leaks, and Detection and Response

and Threat Hunting and Forensics showed you what an intrusion looks like from inside,

which means you can now read a design the way the a~acker reads the running system,

before a line of it is wri~en. That is secure design in one sentence: you spend the cheap

hour at the whiteboard so you do not spend the expensive week in the incident call. This

shelf is defensive so that the a~acker |nds less, and the saving starts at the design, where

a decision costs a sentence to change.

Bolting on is the default, and it is the expensive one

Left alone, security arrives last. The feature works in the demo, the launch date is set, and someone

asks about authentication on the Thursday before. Now the control has to |t around decisions already

made: the data model that mixed one tenant's rows with another's, the internal service that trusts

anything on the network, the admin endpoint that was never meant to be reached from outside but is.

Each of those is a sentence at the design stage and a migration under load later. The order you do the

work in decides the price.

Designing security in means the opposite habit. Before the schema is |xed you ask who the users are

and what each of them must never reach. Before the services talk you decide which of them trust

each other and which do not. Before the |rst endpoint ships you know what it returns to a caller who

is lying about who they are. None of this is extra work invented to slow you down. It is the same work,

done when it is still a decision rather than a repair. And a control put o{ to "later", with no owner and

no date against it, is not planned, it is hoped for, which is how the access check everyone agreed to

add before launch is the one missing after it.

Threat modelling: four questions, asked out loud

Threat modelling sounds like a ceremony and is really a conversation held over a drawing. Adam

Shostack's framing reduces it to four questions, and they are the whole method: what are we working

on, what can go wrong, what are we going to do about it, and did we do a good enough job. You can

run it on a napkin for a single endpoint or over a week for a platform. The questions do not change with

scale.

What are we working on. Draw the system as data moving between parts: the browser, the API, the

database, the queue, the third-party it calls. Mark where the data crosses from one zone of trust into

another. That crossing is a trust boundary, the same boundary Volume II taught you to hunt from the

Secure by Design
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outside. Here you are drawing it on purpose so you can see every place untrusted input reaches some-

thing that trusts it. Most real |ndings sit on a boundary someone forgot they had drawn.

What can go wrong. This is where having a~acked pays o{, and where a checklist keeps you honest

so you do not only list the a~acks you happen to |nd interesting. The checklist most teams use is

STRIDE.

STRIDE, the six questions you ask of every boundary

STRIDE is Microsoft's threat-classi|cation scheme, in use since the late 1990s. It is six categories, and

each one is the negative of a property you wanted. You walk each element and each data }ow in your

drawing and ask all six. The value is not the acronym, it is that six prompts catch the class you would

have walked past.

CATEGORY THE THREAT PROPERTY IT ATTACKS

Spoo|ng Pretending to be someone or something you are not Authentication

Tampering Changing data or code that should not change Integrity

Repudiation Denying you did a thing, with no record to counter it Non-repudiation

Information disclosure Reading what you should not read Con|dentiality

Denial of service Making the system unavailable to real users Availability

Elevation of privilege Doing what your role is not allowed to do Authorisation

Run it against one }ow to feel it. A user uploads a pro|le photo. Spoo|ng: can someone upload as

another user, is the session actually bound to the account. Tampering: can the |le path be steered to

overwrite something, is the stored |lename a~acker-controlled. Repudiation: if the upload is later

disputed, is there a log that says who and when. Information disclosure: does the response leak the

storage path, can one user read another's upload by guessing an id. Denial of service: is there a size

cap, can a hundred-megabyte |le per request exhaust the disk. Elevation of privilege: does the upload

handler run with rights it does not need, can a crafted |le become code the server runs. Six prompts,

six candidate |ndings, on a feature that looked like it only moved a picture.

What are we going to do about it. For each thing that can go wrong you have four honest options: re-

move it (drop the feature or the |eld that carries the risk), mitigate it (add the control), transfer it (push

it to a component built to carry it, an identity provider, a payment processor), or accept it with eyes

open and a signature. Accepting a risk is a real and sometimes correct answer. Accepting it silently,

because no one wrote it down, is how the risk you chose to live with becomes the breach no one

chose.

Did we do a good enough job. Go back over the model and check that each threat has a decision

against it, that the decisions are the controls the code will actually carry, and that nothing was marked

done because the meeting ran out of time. This last question is the one teams skip, and skipping it

turns the model into a document rather than a defence.

Secure by Design
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The principles that make controls cheap to design in

A handful of design principles, most of them set out in a 1975 paper by Saltzer and Schroeder, are the

reason some designs are easy to secure and others |ght you the whole way. They are worth holding in

your head because they turn vague caution into speci|c decisions.

Least privilege. Every part runs with the smallest set of rights that lets it do its job, and nothing more.

The photo handler needs to write to one bucket, not to the whole account. Decided at design, this is

one line in a policy. Retro|~ed, it means untangling what a broad role was quietly relied on to do.

Chapter Three builds identity around this, and the Cloud volume applies it to a cloud tenant.

Fail-safe defaults. When something is not explicitly allowed, it is denied. A new route is unreachable

until it is granted, a new |eld is private until it is published, a new rule starts closed. The opposite,

default-open, means every thing you forget is a thing that is exposed. A system that fails closed turns

your omissions into outages, which you notice, instead of into leaks, which the a~acker notices |rst.

Complete mediation. Every access is checked, every time, at a point that cannot be skipped. A check

that lives in the client, or only on the |rst request of a session, is a check the a~acker steps around.

The authorisation decision belongs in one place the request has to pass through, the same lesson

Volume II taught about broken access control, read now from the building side.

Economy of mechanism and open design. Keep the security-critical part small enough to understand

completely, and do not rely on the design being secret. If the safety of your system depends on an

a~acker not knowing how it works, you have a countdown, not a control. The algorithm is public; the

key is the secret.

The attacker's eye, pointed at your own drawing

Everything in this chapter is the o{ensive skill you already have, run before the system exists instead

of after. When you draw the data }ow, you are doing reconnaissance on a map only you can see. When

you walk STRIDE, you are enumerating as you would against a live target, except nothing is deployed

to |nd. When you choose a control, you are asking what it costs the a~acker, not whether it looks like

security. A login form that can be brute-forced all night costs nothing; a rate limit plus a second factor

costs real e{ort. You can only make that judgment because you have been the one doing the e{ort.

Keep pointing that eye at your own designs and the a~acker who comes later |nds the cheap wins

already gone.

S O L  S A Y S

The point of the model is not the diagram, which no one reads again. It is the argument it

forces you to have before the decisions harden. I have watched a thirty-minute threat model

on a whiteboard delete a feature that would have been a year of patching, because once the

trust boundary was drawn everyone in the room could see that the |eld simply should not

exist. Draw it, argue it, write down what you decided and who decided it. Then the code has

something true to be measured against, and "did we do a good job" has an answer instead

of a shrug.
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EXERCISE

Take a small app that is entirely yours: a side project, a lab build, anything with a login and a

database. On one page, draw it as data moving between parts and mark every trust boundary.

Pick the two }ows that cross a boundary and walk all six STRIDE categories against each, writing

one concrete candidate threat per category even when it feels forced, because the forced one is

where the surprise lives. For every threat, write which of the four responses you choose and why.

You now have a threat model. Keep it, and when you next change that app, check whether your

change added a boundary the model does not show.

VERIFY IT

A model claims a control exists. Prove the control does what the model says before you believe

the box is ticked. If the design says "the upload handler cannot write outside its bucket", test it on

your own build: try to make it write elsewhere and con|rm it is refused. A control named in a

diagram and a control that actually holds under a push are two di{erent things, and only one of

them stops an a~acker. The threat model earns trust the same way a |nding does, by someone

reproducing the claim with their hands.

THE LINE

Threat modelling is drawing and argument, so it feels safe, and mostly it is. The line appears the

moment the model points at a system that is not yours and you reach to con|rm a guess by prob-

ing it. Modelling a client's architecture from their documents, in a scoped engagement, is the

work. Testing it is a separate authorisation, in writing, exactly as Volume 0 lays out. A diagram that

suggests a weakness is a hypothesis, not a permission. You do not cross from the whiteboard to

the live system on your own say-so, ever, not even to be helpful.

ON YOUR FEET

A developer shows you a new internal reporting service and says it needs no authentication be-

cause it is only reachable from inside the network, and the network is trusted. You have two

minutes before the design is signed o{. Which STRIDE categories do you raise |rst, what is the

single assumption in that sentence you most want to test, and what do you propose they change

in the design rather than add to it afterwards?

Secure by Design
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WHAT WYRM KEEPS

Security designed in is the same work as security bolted on, done while it is still a decision.

Draw the system, walk STRIDE on every boundary, decide a response for each threat, and

check that you did.

Threat modelling is four questions: what are we working on, what can go wrong, what will we

do about it, did we do a good enough job. The last one is the one teams skip.

STRIDE is six prompts per boundary: spoo|ng, tampering, repudiation, information disclosure,

denial of service, elevation of privilege. Each is the negative of a property you wanted.

Least privilege, fail-safe defaults, and complete mediation are cheap at design and costly to

retro|t. Fail closed so your omissions become outages, not leaks.

Every threat gets a named response: remove, mitigate, transfer, or accept with a signature. A

risk accepted silently is the breach no one chose.
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