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O N E  N I G H T  I N  T H E  S T U D I O  ·  B U G  B O U N T Y

Inside the scope

Blink had found the bounty boards and was already dreaming of a payout,

scrolling programmes with a hungry cursor.

B LINK "Open targets. Real money. I just start hunting, yes?"

S OL "You start by reading. A bounty programme is a contract wri~en as a

scope: these assets, these kinds of bugs, these rules. Inside that bound-

ary you are invited. One step outside it and you are not a hunter, you are

trespassing, and the same act that pays inside the scope is a crime out-

side it. The scope is not the |ne print. It is the whole of it."

Wyrm's eye se~led on the out-of-scope list, the part most people skip.

W YRM "read that |rst."

So the book is how to earn from this cleanly: read a programme before you

touch it, |nd what is actually in scope, triage honestly, write the report that

pays, and play the long game where your name is worth more than any

single bounty.

O N E  N I G H T  I N  T H E  S T U D I O



C H A P T E R  O N E

What Bug Bounty Is
A company invites strangers to a~ack its own systems, inside wri~en rules,

and pays for the real problems they |nd. This chapter is the model, and the

two separate permissions you need before you touch anything.

Bug bounty is the one corner of this work where someone you have never met publishes an

open invitation to test their systems and promises to pay you for the security bugs you

report. It is real, it is large, and it is one of the few ways a tester outside a |rm can get

legitimate practice on production software. It is also the easiest place to drift across a line

and turn practice into a criminal o{ence, because the invitation is never as wide as it |rst

looks.

The shape of the deal

There are three parties. The organisation owns the systems and runs a programme: it writes a policy

that says what you may test, how you may test it, and what it will pay. The platform sits in the middle

(HackerOne, Bugcrowd, Intigriti, YesWeHack and the rest): it hosts the policy, takes your reports, runs

triage, tracks your reputation, and moves the money. You are the researcher: you read the policy, test

only what it names, and report what you |nd in the shape it asks for.

The economics are simple and unforgiving. A reward is paid for a |nding that is valid (it is a real

security issue), unique (you are the |rst to report it), and in scope (the policy covers the asset and the

technique). The |rst correct report of a given bug wins; the second gets nothing, however good it is.

There is no retainer, no guaranteed hours, no salary. You are paid per result or not at all, and for a long

time at the start it is mostly not at all. Set that expectation now and the work will not surprise you.

VDP and paid bounty are not the same thing

Two kinds of programme wear similar clothes, and confusing them wastes weekends. A vulnerability

disclosure programme, a VDP, is an open door for good-faith reports: a safe, named way to tell an

organisation it has a bug, usually with public credit and a promise not to pursue you legally, but no

money. A paid bounty does all of that and pays a reward for each valid, unique, in-scope |nding, with

the size of the reward scaled to severity. Many organisations run a VDP |rst and add bounties to the

assets they most want tested later. Which one you are in is a fact you read o{ the policy page, never a

thing you assume because the logo looks like it can a{ord to pay.

Programmes are also either public or private. A public programme anyone may join and start reading. A

private programme is invite-only, and the invites go to researchers who have already built a track

record, usually on that platform. Private programmes are quieter, less picked-over, and less prone to

the duplicate problem, which is why reputation is worth building even before it pays directly. More on

that in Chapter Five.

What Bug Bounty Is
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The platforms, in one breath

You do not need to choose cleverly on day one, so here they are in brief. HackerOne and Bugcrowd are

the two big US-based platforms, each hosting a large number of corporate programmes (HackerOne

counts more than a thousand active ones). Intigriti (Belgium) and YesWeHack (France) are the main

European platforms. Synack is ve~ed: you pass a background check and a skills assessment before

you see a target, and the crowd is small and run more like a managed workforce. Immune| is the plat-

form for web3 (smart-contract) programmes. Pick based on where your skills |t and which policies you

can actually read and respect, not on the name above the page.

One thing about the state of these platforms ma~ers for how you work. Since around 2025 the large

public programmes have been }ooded with low-quality, machine-generated reports, so valid-report

rates are low and triage queues are slow, and some well-known maintainers have publicly scaled back

or left over the noise: the curl project ended its HackerOne bounty at the end of January 2026, citing

the }ood of low-quality reports. The practical lesson for you is the opposite of discouraging: a clear,

veri|ed, genuinely-reproduced report now stands out more than it ever did, because so much of what

lands in the queue beside it does not.

Two authorisations, not one

This is the sentence the whole volume is built to make a re}ex, and it is the same shape as the rule in

Volume 0. A bounty programme is a wri~en authorisation, scoped exactly like the Rules of Engage-

ment in a client test. That is the |rst lock, and it is real: the policy page is a contract that says, in

writing, what you are allowed to do. For a Ghost Protocol intern there is a second lock, and it is not

optional. During your internship you do not take on bug bounty, or any outside testing, without clearing

it with your supervisor |rst, in writing.

The second lock is not the |rm being controlling. It protects you, by keeping you from drifting over a

programme's scope line and into an o{ence under the Computer Crime Act (Volume 0). It protects

Ghost Protocol, because your conduct carries the |rm's name whether you intend it to or not. And it

avoids a mess, because the asset you fancy on a Saturday might belong to a GP client, or might quietly

eat the hours GP is already paying you for. Volume V states this same rule from the other side, in the

context of staying sharp; this volume is where you learn to work inside it in detail.

Scope is the whole game

Everything else in this volume is a footnote to one idea. The programme's scope is the edge of your

permission, and nothing past that edge is yours to touch, no ma~er how easy it is to reach, how close it

sits, or how plainly the same company owns it. The skill to reach a thing is still not the right to reach it;

that was the one rule in Volume 0, and a bounty does not suspend it. An asset that belongs to the

two.
The programme's wri~en scope is one. Your supervisor's wri~en yes under the internship

terms is the other. Missing either, and the answer is the word Wyrm has said since Volume

0.

What Bug Bounty Is
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client but is not listed in scope is exactly the admin.client.com -next-door case from Volume II,

Chapter One: you record it, you may mention it to the programme if the policy invites that, and you do

not test it. A programme can only authorise you for what the programme controls, and only for what it

has actually wri~en down.

Where this sits in the Library

This volume does not re-teach the things other volumes own. The law, the one rule, and clean conduct

are Volume 0, and they govern every page here. The web vulnerability classes you will be hunting are

Volume II, taught as mechanisms; this volume assumes you know them. The report you send a triager

is a close cousin of the Ghost Protocol engagement report in Volume IV, and Chapter Four shows how

they relate. And the discipline of sharpening on sanctioned ranges, with bug bounty treated as the

double-locked door it is, is Volume V. Read this volume as the working detail of a rule those volumes

already set.

THE LINE

Before your |rst request against any bounty target, three answers must all be yes, out loud, from

the policy in front of you and your supervisor's wri~en reply:

Three yeses, or you do not touch it. "It has a bounty programme" is not one of the three.

Is this exact asset named in the programme's in-scope list, and is my technique one the policy

permits?

Have I cleared outside testing with my GP supervisor, in writing, under the internship terms?

Are both of those current, speci|c, and still true today (not a yes from six months and three

scope changes ago)?

S O L  S A Y S

A bounty is practice that can pay. It is not a licence, and it is not a loophole around the oath

you signed in Volume 0. The policy page is an ROE wri~en by a stranger who has never met

you and will never trust you more than your |rst out-of-scope request lets them. Read it as

carefully as you would read a contract you were signing, because that is what it is.

EXERCISE

Open the public programme directory on HackerOne or Bugcrowd and pick one programme whose

subject you understand. Reading only (this is a scope page, not a target), write down |ve things:

who the organisation is, whether a platform mediates it, whether it is a VDP or a paid bounty,

whether it is public or private, and one asset that is clearly in scope and one that is clearly out. If

you cannot answer all |ve from the policy page alone, you have not |nished reading it. You will do

the deeper version of this read in Chapter Two.

Operations · Bug Bounty
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VERIFY IT

Three claims look true and are the ones most worth checking before you spend time: "this com-

pany has a bounty programme", "this asset is in scope", and "this bug pays". Prove each from the

policy page itself, not from a blog post, a tweet, a conference talk, or a wildcard you have read

generously. A company having a security.txt or a years-old VDP does not mean the host in front of

you is in a paid programme today. If the policy page does not say it, you have not veri|ed it, and

you proceed as if the answer is no.

WHAT WYRM KEEPS

Bug bounty is a wri~en invitation to test named systems for pay. The invitation is only ever as

wide as the policy page. Two authorisations, not one.

Three parties: the organisation runs the programme, the platform mediates, you read and obey

the policy. Paid per valid, unique, in-scope |nding, or not at all.

A VDP gives safe-harbour and credit, not money; a paid bounty pays by severity. Programmes

are public or private. Which one, and whether it pays, is read o{ the policy, never assumed.

A bounty programme is an ROE (|rst lock). The GP internship terms require your supervisor's

wri~en yes to do outside testing at all (second lock). Both, current, or you stop.

Scope is the whole game. An out-of-scope asset of the same company is the next-door case

from Volume II: recorded, not touched.

What Bug Bounty Is
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C H A P T E R  T W O

Reading a Programme
The policy page is the contract. This chapter teaches you to read it the way

you read a Rules of Engagement: what is in, what is out, what is forbidden,

what safe-harbour does and does not give you, and how to choose a

programme worth your time.

A programme policy is an ROE wri~en by someone who will never meet you. Everything you

are allowed to do is in it, and everything you are not allowed to do is either in it or outside it

by default. You read it slowly, once, before you touch anything, and again whenever it

changes, because it does change and your old reading expires when it does.

What a policy actually contains

The wording di{ers by platform, but every serious policy has the same parts, and they map almost one

to one onto the Rules of Engagement from Volume 0. Learn the parts and you can read any platform's

version of them.

Reading a Programme

In-scope assets. The systems you may test, named: domains, speci|c applications, mobile apps,

API hosts, sometimes an IP range. This is the whole of your permission. If it is not on this list, it is

not yours.

Out-of-scope assets. Systems explicitly ruled out, often ones the company owns and you might

assume were fair game: marketing sites, third-party services, acquired brands, staging and devel-

opment hosts. The list is not exhaustive, which is the trap: out-of-scope is the default, and this

section only names the ones people most often get wrong.

Accepted and excluded vulnerability types. Which classes count. Many programmes exclude

whole categories as known or low-value: self-XSS, missing security headers, clickjacking on pages

with no sensitive action, reports generated only by an automated scanner, best-practice complaints

with no demonstrated impact. Reporting an excluded type is not a |nding, it is noise, and it costs

you standing.

Rules of engagement. How you may test. Common hard limits: no denial of service, no automated

scanning or heavy tra{ic, no social engineering, no physical intrusion, no testing against real users

or their data, use the named test accounts, stay under a rate limit, do not pivot into systems the in-

scope app merely talks to.

Data handling. What to do if you reach real data: take the minimum that proves the issue, do not

download or retain it, redact it in the report, and stop and report serious exposure rather than

exploring it. This is the Volume 0 data-handling rule, restated by the programme.

Disclosure policy. Whether, when, and how you may talk about a |nding publicly. The default on

most programmes is coordinated: nothing public until the issue is |xed and the programme agrees.

Breaking this can void a reward and worse.

Rewards and severity. How |ndings are rated (usually a severity scale, often CVSS-derived) and

the reward bands that follow. Severity is argued from evidence, which is Volume IV's subject; the

policy just tells you how this programme maps severity to a reward.
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